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CROSS-PLATFORM SYSTEM-FAULT WARNING SYSTEM AND METHOD 

BACKGROUND OF THE INVENTION 

1. Field of the Invention: 

This invention relates to computer network technology, and more particularly, to a 
5 cross-platform system-feult warning system and method, which is designed for use with a 
cluster of various kinds of server platforms in a network system, for generating a warning 
message in the event that any one of the server platforms has an abnormal operating con- 
dition, such as program execution failure or insufficient hard disk space, so as to inform 
network administrators and users to take necessary maintenance or precautious actions. 

10 2. Description of Related Art: 

Servers are used in a network system to control network access and serve up ap- 
plications or data to the users. There are various kinds of servers, including, for example, 
Web servers, file servers, FTP (File Transfer Protocol) servers, e-mail servers, application 
servers, database servers, and so on. 

15 A company's internal network system is typically composed of a cluster of various 

kinds of server platforms running different operating systems. For example, the server 
cluster may include an Oracle database server, a SQL (Structured Query Language) data- 
base server, a UNIX server 13, an AS/400 server, an 12 engine server, a SAP server, a Web 
server, an EDI (Electronic Data Interchange) server, and so on. 

20 During operation of each individual server platform, if an abnormal operating con- 

dition, such as program execution failure or insufficient hard disk space, occurs, it will 
generate either an error-log file or an alert file (hereinafter collectively referred to as "sys- 
tem-feult indicating file") to indicate the nature of the abnormal operating condition. 

Conventionally, however, the format of the system-fault indicating file is specific to 

25 each kind of server platform; and therefore the various error-log files and alert files from the 
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different server platforms would be unable to be centrally managed by the network admin- 
istrator. In other words, when any one of the server platforms in the network system has an 
abnormal operating condition, the network administrator has to check all the server plat- 
forms one by one to find the faulted one and then perform required maintenance work on the 
5 faulted server platform. 

The foregoing practice, however, is quite laborious and time-comurning, making the 
network maintenance work quite inefficient. Moreover, in the event that an abnormal op- 
erating condition is unperceived by network administrators or users, the abnormal operating 
condition may continue to exist, causing unpredicted consequences or disastrous system 
10 failures. 

SUMMARY OF THE INVENTION 
It is therefore an objective of this invention to provide a cross-platform system-fault 
warning system and method for use with a cluster of various kinds of server platforms for 

1 5 generating a warning message in the event that any one of the server platforms has an ab- 
normal operating condition so as to inform network administrators and users to take nec- 
essary maintenance or precautious actions. 

The cross-platform system-fault warning system and method according to the in- 
vention utilizes a plurality of fault detection modules, each of which is integrated in one of 

20 the server platforms for detecting whether the associated one of the server platforms has an 
abnormal operating condition, and if yes, capable of generating and transferring a text-based 
system-fault indicating file to a warning-message database, which stores a mapping table of 
warning messages toward system-fault indicating files, and which is linked to all the fault 
detection modules to receive the system-fault indicating file and capable of retrieving the 

25 corresponding warning message mapped to the received system-fault indicating file. The 
warning-message database then transfers the retrieved warning message to a warn- 
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ing-message sender, such as an e-mail server, for transferring the warning message in e-mail 
via the network system to the workstations. 

The cross-platform system-fault warning system and method according to the in- 
vention is capable of sending a warning message to all network administrators and users in 
5 the event of an abnormal operating condition in any one of the server platforms in a server 
cluster, so as to inform network administrators and users to take necessary maintenance or 
precautious actions. Since the warning message can indicate the nature of the abnormal 
operating condition and which one of the server platforms in the server cluster is faulted, it 
allows the network administrator to immediately pinpoint the faulted server platform, 
1 0 without having to check all the server platforms one by one as in the case of the prior art, and 
take necessary maintenance or precautious actions. 

BRIEF DESCRIPTION OF DRAWINGS 

The invention can be more fully understood by reading the following detailed de- 
1 5 scription of the preferred embodiments, with reference made to the accompanying drawings, 
wherein: 

FIG. 1 is a schematic diagram showing the system architecture of the cross-platform 
system-fault warning system according to the invention; and 

FIG. 2 is a flow diagram showing the operational procedural steps executed by the 
20 cross-platform system-fault warning system according to the invention. 

DETAILED DESCRIPTION OF PREFERRED EMBODIMENTS 
The cross-platform system-fault warning system and method according to the in- 
vention is disclosed in full details in the following with reference to FIG. 1 and FIG. 2. 
25 Referring first to FIG. 1 , the cross-platform system-fault warning system of the 

invention (as the part enclosed in the dashed box indicated by the reference numeral 100) is 
designed for use with a server cluster 10 of various kinds of server platforms, including, for 
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example, an Oracle database server 11, a SQL (Structured Query Language) database server 
12, a UNIX server 13, an AS/400 server 14, an 12 engine server 15, a SAP server 16, a Web 
server 17, and an EDI (Electronic Data Interchange) server 18. 

The cross-platform system-fault warning system of the invention 100 is capable of 
5 detecting whether any one of these server platforms 11, 12, 13, 14, 15, 16, 17, 18 has an 
abnormal operating condition, such as program execution failure or insufficient hard disk 
space, and in the event of such condition, capable of generating a warning message and 
transferring it via a network system 200, such as Intranet or Internet, to all network ad- 
ministrators' and users' workstations 300 so as to inform these people to take necessary 
10 maintenance or precautious actions. This warning message is written in user-readable form 
^nd whose content indicates the nature of the abnormal operating condition and which one 
of the server platforms 11, 12, 13, 14, 15, 16, 17, 18 is under this abnormal operating 
condition. 

The cross-platform system-fault warning system of the invention 100 comprises: (a) 
15 a plurality of fault detection modules 111, 112, 113, 114, 115, 116, 117, 118; (b) a warn- 
ing-message database 120; and (c) a warning-message sender 130. 

The fault detection modules 111, 112, 113, 114, 115, 116, 117, 118 are each inte- 
grated in one of the server platforms 11, 12, 13, 14, 15, 16, 17, 18 in the server cluster 10 for 
detecting whether its associated one of the server platforms 11, 12, 13, 14, 15, 16, 17, 18 
20 has an abnormal operating condition, such as program execution failure or insufficient hard 
disk space, and in the event of such condition, generating a text-based system-fault indi- 
cating file, such as an error-log file or an alert file in text format, which is coded in a unique 
manner to indicate the nature of the abnormal operating condition and the type of the faulted 
server platform This text-based system-fault indicating file is then transferred via a network 
25 file transfer protocol, such as FTP (File Transfer Protocol), to the warning-message data- 
base 120. 
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For instance, assume a program execution failure occurs in the UNIX server 13 in 
the server cluster 10, then the associated fault detection module 113 will automatically 
generate an error-log file in text format to indicate such an abnormal operating condition, 
and then transfer this text-based error-log file via FTP to the warning-message database 120. 
5 In addition, assume a condition of insufficient hard disk space occurs in the Web 

server 17 in the server cluster 10, then the associated fault detection module 117 will 
automatically generate an alert file in text format to indicate such an abnormal operating 
condition, and then transfer this text-based alert file via FTP to the warning-message da- 
tabase 120. 

10 The warning-message database 120 stores a mapping table of warning messages 

toward the text-based system-fault indicating files. These warning messages prestored in the 
warning-message database 120 are written in user-readable form and whose contents in- 
dicate the nature of each abnormal operating condition and which one of the server plat- 
forms 11, 12, 13, 14, 15, 16, 17, 18 is currently faulted. Upon receiving any system-fault 

15 indicating file from either one of the fault detection modules 111, 112, 113, 114, 115, 116, 
117, 118, the warning-message database 120 will promptly retrieve the corresponding 
warning message mapped to the received system-fault indicating file, and then transfer the 
retrieved warning message to the warning-message sender 130. 

The warning-message sender 130 can be, for example, an e-maii server, which is 

20 internally linked to the warning-message database 120 and externally linked to a network 
system 200, such as Internet or Intranet, that are also linked to all the system administrators' 
and users' workstations 300 linked to the server cluster 10. Upon receiving a warning 
message from the warning-message database 120, the warning-message sender 130 will 
promptly transfer the warning message, such as in e-mail, via the network system 200 to ail 

25 the network administrators' and users' workstations 300. 

FIG. 2 is a flow diagram showing the operational procedural steps executed by the 
cross-platform system-fault warning system of the invention 100. 
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In the first step SI, the fault detection modules 111, 112, 113, 114, 115, 116, 117, 
118 are activated to detect the respective server platforms 11, 12, 13, 14, 15, 16, 17, 18 to 
check whether they operate normally; and in the event that any one of the server platforms 
11, 12, 13, 14, 15, 16, 17, 18 has an abnormal operating condition, such as program exe- 
5 cution failure or insufficient hard disk space, the associated one of the fault detection 
modules 111, 112, 113, 114, 115, 116, 117, 118 will promptly generate a text-based sys- 
tem-fault indicating file to indicate the nature of the abnormal operating condition. 

In the next step S2, the text-based system-fault indicating file is transferred via FTP 
to the warning-message database 120. 
10 In the next step S3, upon receiving the system-fault indicating file, the warn- 

ing-message database 120 promptly retrieves the corresponding warning message from the 
mapping table. This warning message is written in user-readable form and whose content 
indicates the nature of the abnormal operating condition and which one of the server plat- 
forms 11, 12, 13, 14, 15, 16, 17, 18 is under this abnormal operating condition. 
15 In the next step S4, the warning-message database 120 transfers the retrieved 

warning message to the warning-message sender 130. 

In the next step S5, the warning-message sender 130 transfers the warning message 
in e-mail via the network system 200 to all the network administrators' and users' worksta- 
tions 300, so as to inform all network administrators and users to take necessary mainte- 
20 nance or precautious actions. 

In conclusion, the invention provides a cross-platform system-fault warning system 
and method, which is capable of sending a warning message to all network administrators 
and users in the event of an abnormal operating condition in any one of the server platforms, 
so as to inform network administrators and users to take necessary maintenance or pre- 
25 cautious actions. Since this warning message is independent of the particular type of the 
server platform and can indicate the nature of the abnormal operating condition and which 
one of the server platforms in the server cluster has the abnormal operating condition, it 
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allows the network administrator to immediately pinpoint the faulted server platform, 
without having to check all the server platforms one by one as in the case of the prior art, and 
take necessary maintenance or precautious actions. 

The invention has been described using exemplary preferred embodiments. How- 
ever, it is to be understood that the scope of the invention is not limited to the disclosed 
embodiments. On the contrary, it is intended to cover various modifications and similar 
arrangements. The scope of the claims, therefore, should be accorded the broadest inter- 
pretation so as to encompass all such modifications and similar arrangements. 



